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Introduction

» What are Hardware Protection Schemes?
> They are Hardware Implemented
- They Provide Physical protection

» Why are Hardware Protection Schemes
Important?

> Security
> Protection
o Communication




» What can these rings be
for?

» Commonly used
- Ring 0
Full Privileges
Code can access everything
- Ring 3
Restricted Privileges

Code must request the use of
hardware

» Uses of:
- Ring 0
Operating System Kernel
Drivers
- Ring 3
User Applications

» Communication between Rings
- System calls
> Shared memory

» Why use rings?

Device drivers
Device drivers

Applications

Least privileged
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Why use the MMU?
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Conclusion

» Memory and CPU work together to
- Provide Protection for
- Operating System Kernel
 Drivers
+ Other application memory
» System is protected
- From Malicious applications

» Single setup with runtime modification

- Setup by the operating system at boot

> Setup only once and then amended as more
programs start running
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